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safety security defence

Seamless Chain of Citizens Protection
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The U.S. view

"My new national strategy for space 
recognizes that space is a war-

fighting domain, just like the land, air 
and sea,…. We may even have a 

Space Force, …"
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Space and Security in a new era
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Foreign and 

Security Policy, 
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Action Service, 28 

June 2016
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ESA’s Policy on 
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04 October 2016
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Future of Europe 
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October 2016 
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Strategy for 
Europe’, 

European 
Commission, 26 

October 2016

‘Implementation 
Plan on Security 
and Defence’, 

follow-up to the 
Global Strategy, 
Council of the 

European Union, 
14 November 2016

Communication 
on ‘European 

Defence Action 
Plan’, European 
Commission, 30 
November 2016

’Status Report on 
ESA’s Security-

Related 
Developments’, 

ESA/C(2016)106, 
01 June 2017

European Defence
Fund
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European identity, spirit and cohesion

Full integration of 

space into European

economy and society

A globally competitive

European space sector

European autonomy

in accessing and 

using space in a safe

and secure

environment

Excellence in space science and technology

ESA-EU Joint Statement
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• Space and security in DG’s Proposal, Action Item 1.c

• ESA/C/ESA/C(2016)106 Elements of ESA’s Policy on Space and 

Security

OBJECTIVE 5 F

WELCOMES the Director General’s proposal (ESA/C-M(2016)1) 

and in particular:

(f) RECOGNISES that space technology and derived services 

contribute to providing solutions to security challenges and 

INVITES the Director General to establish a strategy 

concerning ESA space security activities, in coordination 

with its Member States and other national and European actors;

CM16 Mandate : Strategy for Space Safety and 

Security
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Science and 

Exploration

Enabling and Support 

(transp., tech, & ops)
Applications

CM19: 4 Main Programmatic Categories
Safety and Security
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Maritime

Food

Space Safety and Security 

Disaster 

Management

Safety and Security Applications 

– several programmes

QKD

Space Safety

– a single programme

Cybersecurity of all – Basic 

Activities

SWE

Planetary

Defence

Debris

Collision avoidance 

autonomy 

in Space from Space
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Security threats to civilian 
space programmes

• Access to space
• Cybersecurity in space
• Safe operations in space
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Cybersecurity

Space is a critical infrastructure

• Satellites (jamming, spoofing, blinding)

• Ground stations (hacking)
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Space Debris

> Ø1cm: > 7500000

Security in space
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Space Traffic Management (STM)

“Space Traffic Management (STM) is the set 

of technical and regulatory provisions for 

promoting safe access into outer space, 

operations in outer space and return from 

outer space to Earth free from physical or 

radio-frequency interference.”

* IAA Cosmic Study 2017, Ed.: Kai-Uwe Schrogl
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An incremental bottom-up approach for STM:

SSA
National 
space 

legislation

Standards 
for space 

safety

UNOOSA, 
ITU, ICAO

Traffic rules
Private 
Human 

Spaceflight

Space 
debris 

mitigation 
and 

remediation
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Plenipotentiary 
Conference

International 
Conference (every 

3-4 years)

OSTTS 
Conference 

(substantial private 
sector involvement) 

Body of Law Institutional set-up

Outer Space Convention (OSC)

Legal principles

Covering current treaties & fixing gaps

(*developed article-by-article in the Study)

Outer Space Traffic Rules (OSTR)

Rules of technical nature and treaty status by topic

Outer Space Traffic Technical 
Standards (OSTTS)

Non binding rules to support interoperability, trade 
and sustainability

Level 1

Level 2

Level 3

A comprehensive top-down approach for STM
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Summary and outlook

• Threats to space activities are growing

• Threats (military, non-military, natural) are understood and accepted

• Threats are now more properly and precisely assessed

• Readiness to face and respond to threats is growing in governments and 

private sector

• Readiness to invest in handling threats is developing

• Readiness to find political solutions in managing threats is emerging
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